Release Notes — Amasty Security Updates

Project: AuxiCommerce Backend
Pull Request: PR #137 — Amasty Security Updates

Release Type: Security Update Priority: High / Critical Security Remediation

1. Overview

Security updates have been applied to the affected Amasty extensions to address recently identified critical and
high-severity security vulnerabilities.

2. Security Updates

Package Previous Updated Severity
amasty/base 1.21.0 1.21.3 Security dependency
amasty/module-company-account 271 2.10.3 Critical
amasty/google-account-login 1.0.2 1.0.3 Critical

3. Security Improvements

B2B Company Account — Critical

Updated Amasty_CompanyAccount to 2.10.3. Improved company account security and prevents company users
from changing the email address of other store customers. No admin privileges are required to exploit the affected
vulnerability.

Google Account Login — Critical
Updated Amasty_GoogleAccountLogin to 1.0.3. Strengthened SAML response validation to help prevent
authentication bypass through replayed or cross-service SAML responses.

Amasty Base
Updated amasty/base from 1.21.0 to 1.21.3. This dependency update is required to support the latest secure
versions of the affected Amasty extensions.

4. Related Dependency Updates

Package Previous Updated

monolog/monolog 2.10.0 2111

onelogin/php-saml 4.3.0 4.3.2

phpseclib/phpseclib 3.0.47 3.0.57

robrichards/xmlseclibs 313 315
5.1Im pact

This update is focused on security hardening and does not introduce any intended functional changes to the
existing B2B business functionality.

« B2B Company Account functionality
» Company user/customer management

* Google/SAML login flow


https://github.com/DucoConsultancyGit/AuxiCommerce-Backend-Demo/pull/137

» Customer authentication
« Existing Amasty B2B functionality

» GraphQL APIs and frontend login flows

6. Deployment / Validation
Run after deployment:

php bi n/ magent o set up: upgr ade
php bi n/ magent o cache: fl ush

For production mode:

php bi n/ magento setup:di:conpile
php bi n/ magent o setup: static-content:deploy -f

Verify installed versions:

conposer show anasty/ base
conposer show anasty/ nodul e- conpany-account
conposer show anasty/ googl e-account-1ogin

Expected: amasty/base 1.21.3; amasty/module-company-account 2.10.3; amasty/google-account-login 1.0.3

7. Reference

GitHub Pull Request #137


https://github.com/DucoConsultancyGit/AuxiCommerce-Backend-Demo/pull/137


